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(54) Communication terminal for restricting the use of content 



(57) Mobile terminal receives from a server (10) a 
content, a sending time information which indicates the 
time of sending the content, and a time restriction infor- 
mation that indicates the time period when the content 
can be used. Mobile terminal (40) correlates the content 
with the sending time information and the time restriction 
information, and stores them. Mobile terminal (40) cal- 
culates the difference between the time of receiving the 
content and the sending time information. Mobile termi- 
nal (40) correlates the difference with the content and 
stores them. Mobile terminal (40) adds the difference to 
the current time kept by time keeping unit to obtain a 
usage determination reference time. Mobile terminal 
(40) compares the usage determination reference time 
with the time restriction information to determine wheth- 
er the mobiie terminal can use the content or not. 
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Description 

BACKGROUND OF THE INVENTION 

FIELD OF THE INVENTION 

[0001 ] The present invention relates to a technique for 
restricting the use of content. 

DESCRIPTION OF THE RELATED ART 

[0002] A conventional mobile telephone with a packet 
communication function can download from servers on 
the Internet various content such as programs, image 
data, music data and so on. Although many of these 
contents can be used freely, some ot them canl be- 
cause of usage restriction set by the content supplier. 
For example, when delivering music data before Its ship- 
ment for advertisement or a sample, it is preferable for 
content providers to be able to set a usage period for 
the music data; thus allowing the listener to play them 
until the usage period and prohibiting him from playing 
them after that. 

[0003] To realize this, Japanese patent application 
Laid-open No. 2001 -356966 filed on June 1 4, 2000 dis- 
closes one method. In the method, when a server sends 
a content to a mobile telephone, the server adds to the 
header of the content information indicating the usage 
period. By this information, when the mobile telephone 
plays the content, the mobile telephone determines 
whether the time kept by its dock function passes the 
usage period. 

[0004] However, the time of the mobile telephone is 
not always accurate, because some users of the mobile 
telephone may want to set the time from his own neces- 
sity; for example setting five minutes ahead of the cor- 
rect time. In addition, when the user of the mobile tele- 
phone sets the time of the mobile telephone behind the 
correct time, the user can use the content that is over- 
due. To prevent this, there can be a following method. 
That is, when a mobile telephone processes a content, 
the mobile telephone receives a reference time from an 
external device such as Global Positioning System 
(GPS) satellites or a time server, and the mobile tele- 
phone compares the reference time and the usage pe- 
riod of the content. 

[0005] However, the above method has a drawback 
in that when the mobile telephone processes the con- 
tent, if it is situated in an underground or a tunnel where 
it cannot receive the reference time from GPS satellite 
or a time server, it cannot conduct a time comparison 
correctly. Further, for a method using a GPS satellite, 
mobile telephones have to be equipped with GPS re- 
ceivers. Also, for a method using a time server, it is nec- 
essary to prepare and maintain the servers and other 
facilities. Both methods require additional cost. 
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BRIEF SUMMARY OF THE INVENTION 

[0006] The present invention is made in light of the 
above circumstances. The present invention has as its 
5 objective the provision of a method to restrict the usage 
of the content in a simple manner without being affected 
by the time kept by the clock of the mobile terminal or 
by the communication environment of the mobile termi- 
nal. 

10 [0007] In order to solve the above drawbacks, the 
present invention provides a communication terminal 
comprising: 

a time keeping unit for keeping time; 
is a content storage unit for receiving a content, a 
sending time Information, and a time restriction in- 
formation, and for correlating and storing them; the 
content being stored in a server, the sending time 
information indicating a time when the server sends 
20 the content, the time restriction information indicat- 
ing a time when the content can be used; 
a difference information calculation unit for calculat- 
ing a time difference information indicating a differ- 
ence between the sending time stored in the con- 
25 tent storage unit and the time kept by the time keep- 
ing unit at the time of receiving the content, and for 
correlating the time difference information with the 
content and storing them; 
a reference time calculating unit for, by adding the 
time kept by time keeping unit and the time differ- 
ence calculated by the difference information calcu- 
lation unit, calculating a usage determination refer- 
ence time that indicates a time period when the 
communication terminal can use the content; and 
a content usage determination unit for determining 
whether the content can be used on the communi- 
cation terminal by comparing the time indicated by 
the usage determination reference time with the 
time indicated by time restriction information. 

[0008] According to the present invention, a server 
sends a content. A communication terminal correlates 
a time restriction information and time difference infor- 
mation with the content and stores them in the commu- 
nication terminal. When the communication terminal us- 
es the content, It calculates a usage determination ref- 
erence time that indicates a time period during which 
the content can be used. Then the communication ter- 
minal compares the time indicated by the usage deter- 
mination reference time with the time indicated by the 
time restriction information to determine whether the 
content can be used on the communication terminal. 
[0009] As described, the present invention provides a 
method to restrict the usage of the content in a simple 
manner without being affected by the time kept by the 
clock of the mobile terminal or by the communication 
environment. 
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BRIEF DESCRIPTION OF THE DRAWINGS 
[0010] 

Fig. 1 is a block diagram showing a communication 
system of an embodiment of the present Invention. 
Fig. 2 Is a block diagram showing a hardware con- 
figuration of a content server of the embodiment. 
Fig. 3 is a block diagram showing a data configura- 
tion in a hard disk of the content server. . 
Fig. 4 is a block diagram showing a hardware con- 
figuration of the mobile telephone of the embodi- 
ment. 

Fig. 5 is a block diagram showing a data configura- 
tion in a non-volatile memory of the mobile tele- 
phone of the embodiment. 
Fig. 6 Is a diagram showing a screen image for a 
download page of the content of the embodiment. 
Fig. 7 is a flow chart showing a content download 
process from a content server by the mobile tele- 
phone of the embodiment. 
Fig. 6 is a flow chart showing a time changing proc- 
ess in the mobile telephone of the embodiment. 
Fig. 9 is a flow chart showing a reset flag setting 
process in the mobile telephone of the embodiment. 
Fig. 10 is a flow chart showing a process when an 
instruction to process a content is made by the mo- 
bile telephone of the embodiment. 
Fig. 1 1 is a diagram showing a relation between var- 
ious time and time difference information according 
to the embodiment. 

Fig. 12 is a diagram showing a data configuration 
in a non-volatile memory in the mobile telephone of 
the embodiment. 

Fig. 13 is a flow chart showing a content download 
process from a content server by the mobile tele- 
phone of the embodiment. 

DETAILED DESCRIPTION OF THE INVENTION 

[001 1 ] Next, with reference to the drawings, embodi- 
ments of the present invention will be described. 

[1 . Configuration] 

[1.1. Configuration of the Communication System] 

[0012] Fig. 1 is a block diagram showing a communi- 
cation system 1 of an embodiment of the present inven- 
tion. Communication system 1 comprises a content 
server 10, the Internet 20, a mobile packet communica- 
tion network 30, and a mobile telephone 40. Note that 
in order not to make the figure too complicated. Fig. 1 
shows only one unit of each of content server 1 0, mobile 
telephone 40, and base station 32. However, there are 
actually pluralities of them. 

[0013] Content server 10 is a WWW (World Wide 
Web) server connected with the Internet 20. and can 



carry out a packet communication with mobile telephone 
40 via the Internet 20 and mobile packet communication 
network 30. Content server 10 stores various contents 
such as image data or music data which are to be sent 
5 to mobile telephone 40. 

[0014] Mobile packet communication network 30 is a 
communication network which provides a packet com- 
munication service to mobile telephone 40. 
[0015] Gateway server 31 is situated between mobile 
10 packet communication network 30 and the Internet 20 
and connects the both networks to each other. Gateway 
server 31 carries out protocol conversion between a 
communication protocol used in mobile packet commu- 
nication network 30 and the Transmission Control Pro- 
is tocol / Internet Protocol (TCP/IP) or the Hyper Text 
Transfer Protocol (HTTP) used in the Internet 20. By 
this, gateway server 31 relays data between mobile 
packet communication network 30 and the Internet 20. 
[0016] Within a communication service area of mobile 
20 packet communication network 30, many base stations 
32 are installed, which carry out wireless communica- 
tion with a mobile telephone 40 which is located in the 
radio cell of the base station 32. 
[0017] Mobile telephone 40 is able to communicate 
25 with base station 32 and to receive a packet communi- 
cation service or a telephone service. Mobile telephone 
40 is able to conduct a packet communication with con- 
tent server 10 and to download various content from 
content server 10. 

30 

[1 .2. Configuration of Content Server] 

[0018] Fig. 2 is a block diagram showing a hardware 

configuration of a content server 10 shown in Fig. 1 . As 
35 shown in the figure, content server 1 0 comprises a CPU 

101, a hard disk 102, a time keeping unit 103, a RAM 

104, a ROM 105, and a communication interface 106. 

These units are connected through a bus B. 

[0019] Time keeping unit 103 comprises a oscillating 
40 circuit with a quartz resonator and a time counter which 

holds values indicating second, minute, hour, day, 

month, and year. 

[0020] Time keeping unit 103 keeps time (hour, 
minute, and second) and date (year, month, and day) 

*5 by, according to the oscillation of the oscillating circuit, 
Incrementing each value of second, minute, hour, day, 
month, and year held in the time counter. 
[0021] In the following description, in order to make 
the explanations short and simple, the term "time" is 

so used to mean both time and date. 

[0022] As shown in Fig. 3, provided in hard disk 102 
are a content storing section 1 021 and download user 
interface (U/l) file storing section 1022. 
[0023] In content storing section 1 021 , various con- 

55 tents such as programs, image data, and music data are 
stored. Also content ID for each of them to identify them 
are stored. Further, information of data type indicating 
the attribute of the contents (as to whether it is music 
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data, image data, or program) is afso stored. Among the 
programs are application programs written in Java 
(trademark) program language. 
[0024] In download U/l file storing section 1 022. con- 
tent IDs and Hypertext Markup Language (HTML) files 
for each of the content IDs are stored. These HTML fifes 
are text files containing description in HTML that makes 
up user interface for a user to input instruction to down- 
load content (hereinafter referred to as download in- 
struction) 

[0025] The THML file contains object element that 
specifies a content that is to be a download target. Data 
attribute in object element specifies Uniform Resource 
Locator (URL) of the content that is to be a download 
target. 

[0026] In the HTML file with content ID "C0001" , there 
is a param element. The value "period" of name attribute 
and the value of a value attribute for the name attribute 
in param element specify the time until when the conlent 
specified in object element can be used. This informa- 
tion on the time will be referred to as a time restriction 
information hereinafter. The value "period" of the name 
attribute in the param element indicates that the value 
of the value attribute for the name attribute specifies the 
time limit of the usage of the content. The value of the 
value attribute for the value "period" of the name at- 
tribute is a parameter for the value "period" of the name 
attribute and Indicates the time limit of the usage of the 
content. In this explanation, the value of the value at- 
tribute is "2002/05/08/10/00", therefore, the user can 
use the content specified by content ID "C0001" on or 
before May 8, 2002, 10 o'clock morning. 
[0027] In the HTML file with content ID "C0002", time 
restriction information is specified by the values "span" 
and "start" of the name attribute and the value of the 
value attribute for the name attribute in param element. 
The value "span" of the name attribute in param element 
indicates that time limit of the usage of the content is 
specified in the value of the value attribute. The value 
of the value attribute for the value "span" of the name 
attribute is a parameter of the value "span" of the name 
attribute, and indicates the period during which the con- 
tent can be used. The value "start" of the name attribute 
Indicates that the value of the value attribute for the 
name attribute specifies the start point of the period dur- 
ing which the content can be used. The value of the val- 
ue attribute for the value "start" of the name attribute is 
a parameter of the value "start" of the name attribute 
and indicates of the start point of the period during which 
the content can be used. In this explanation, the value 
of the value attribute for the value "span" of the name 
attribute is "30", and the value of the value attribute for 
the value "start" of the name attribute is 
"2002/12/24/00/00". Therefore, the user can use the 
content with content ID "C0002" thirty days from Decem- 
ber 24, 2002 00:00 am. 

[0028] Note that in this embodiment, values of the 
name attribute of the param element are introduced by 
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enhancing the conventional HTML, these are hereinaf- 
ter referred to as "Enhanced HTML". 
[0029] ROM 105 stores various programs executed 
by CPU 101 . For example, ROM 105 stores an operat- 

5 ing system, a program for sending content via the Inter- 
net 20. CPU 101 executes various programs in ROM 
105 to control various units via bus B. 
[0030] RAM 104 is used as a work area for CPU 101 , 
so programs executed by CPU 101 or various data are 

10 stored temporarily. 

[0031] Communication interface 106 controls com- 
munication processes between content server 1 0 and 
mobile telephone 40 established via the Internet 20 and 
mobile packet communication network 30. 

15 

[1 .3. Configuration of Mobile Telephone] 

[0032] Fig. 4 is a block diagram showing a hardware 
configuration of the mobile telephone 40 shown in Fig. 
1 . Mobile telephone 40 in Fig. 1 comprises a radio com- 
munication unit 401, an input unit 402. a telephone call 
processing unit 403, a time keeping unit 404, an LCD 
unit 405, a storage unit 406, and a central processing 
unit (CPU) 41 0. These units are connected to each other 
via a bus 411. 

[0033] CPU 410 executes various programs stored in 
storage 406 to control various units connected through 
bus 411. 

[0034] Time keeping unit 404 comprises a oscillating 
circuit with a quartz resonator and a time counter which 
holds values indicating second, minute, hour, day, 
month, and year. 

[0035] Time keeping unit 404 keeps time (hour, 
minute, and second) and date (year, month, and day) 
by, according to the oscillation of the oscillating circuit, 
incrementing each value of second, minute, hour, day, 
month, and year held in the time counter. Values accord- 
ing to the time counter are sent via bus 411 and dis- 
played ail the time on LCD unit 405. 
[0036] The user is able to change the date and time 
kept by time keeping unit 404 by using input unit 402 in 
a certain manner. I Power unit 412 has a main power 
supply unit and an auxiliary power supply unit. The main 
power supply unit is a secondary battery such as a lith- 
ium Ion battery, andsupplies powerfor mobile telephone 
40 to download content or to conduct telephone call. The 
auxiliary power supply unit is a secondary battery for 
backup, and supply powerfor keeping time in time keep- 
ing unit 404 and holding memory content in RAM 408 
when the main power supply unit becomes discharged 
or It is replaced. 

[0037] Radio communication unit 401 has an antenna 
401a and controls communication with base station 32. 
Under control of CPU 410, radio communication unit 
401 , for example, modulates carrier signal to incorpo- 
rate data concerning sending voice or packet commu- 
nication to generate sending signal, and sends them via 
antenna 401 a to base station 32. Radio communication 
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unit 401 also receives radio signal from base station 32 
via antenna 401 a and obtains data concerning received 
voice or packet communication by demodulating the re- 
ceived signal. 

[003B] Input unit 402 has keys for inputting numbers, 5 
characters, and operational instructions, and outputs to 
CPU 41 0 the signal according to the key operation. Tel- 
ephone call processing unit 403 has for example micro- 
phone, speaker, and voice processing unit, and under 
control of CPU 41 0 processes telephone calling process w 
including call connection and call disconnection. 
[0039] Storage unit 406 has a Read Only Memory 
(ROM) 407. a Random Access Memory (RAM) 408, and 
a non-volatile memory 409 such as a Static- RAM 
(SRAM) or an Electrically Erasable Programma- '5 
ble-ROM (EEPROM). ROM 407 stores various pro- 
grams that are executed by CPU 410. For example, 
ROM 407 stores an operating system, a web browser, 
software for building a JAVA runtime environment for 
mobile telephone 40. 20 
[0040] The web browser is software for viewing web 
pages by interpreting HTML data to generate web pag- 
es, and displays them on LCD unit 405. The web brows- 
er in the present embodiment has a feature of interpret- 
ing the enhanced HTML written above in addition to the 25 
conventional functionality. 

[0041] RAM 408 is used as a work area by CPU 41 0 
and holds temporally programs and various data used 
by CPU 410. 

[0042] Non-volatile memory 409 stores application 30 
programs for mobile telephone 40 and contents and var- 
ious data downloaded Irom content server 10. Among 
application programs, there is a program that, based on 
time restriction information, determines whether the 
content is overdue, or calculates difference of the times 35 
between content server 10 and time keeping unit 404. 
[0043] Fig. 5 is a diagram showing a data configura- 
tion of data in a non-volatile memory 409. Content down- 
loaded from content server 10 is correlated with a con- 
tent ID and stored in content storing section 1021 . Also, *o 
a content ID is correlated with time difference informa- 
tion TS, time restriction information, and time reset flag 
and stored in download U/l file storing section 1022. 
[0044] Time difference information TS is information 
Indicating time difference between the time kept, when <s 
the mobiie telephone 40 received the content, by time 
keeping unit 404 of mobiie telephone 40 and sending 
time, the time when content server 1 0 sends the content, 
added to the content. Time difference information TS is 
used to calculate reference time for determining wheth- so 
er the content can be used. When time kept by time 
keeping unit 404 is changed, time difference information 
TS is updated by taking the change into consideration. 
[0045] Time restriction information is information on 
the period of content usage, and is extracted from the ss 
HTML file for the web page for instructing download of 
the content. 

[0046] Time reset flag is a flag to determine whether 



time kept by time keeping unft 404 is reset or not be- 
cause of for example discharging of power unit 412. 
Time reset flag has a "0° value when resetting time has 
not been carried out, and becomes T f or all the content 
ID when resetting time is carried out. 
[0047] Further, described In a program in non-volatile 
memory 409 is a processing of the accuracy evaluation, 
which is performed by using the time reset flag, of dif- 
ference indicated by time difference information TS; the 
accuracy of difference will be referred to as the accuracy 
of time difference information TS hereinafter. In this 
processing, the evaluation will be as follows; when the 
time reset flag has a value "0", the accuracy is high, and 
when the time reset flag has a value "1", the accuracy 
is low. Further, in this processing, in a case where the 
accuracy of time difference information TS stored in 
non-volatile memory 409 is low, even when an instruc- 
tion to process of content with a usage period Is given, 
processing the content will not be carried out. 
[0048] This limitation is for promoting distribution of 
content with usage period. In general, content distributor 
who distributes content presumes that the content with , 
usage period is used properly on the mobile telephone 
40 when distributing the content. However, when time 
kept by time keeping unit 404 is reset, the accuracy of 
time difference information TS will become lower be- 
cause the resetting does not update the content of time 
difference information TS. When content usage is re- 
stricted even by using time difference information TS 
with low accuracy, there will be a possibility of improper 
restriction of usage; hence the above presumption can- 
not be used. When the above presumption cannot be 
used, there will be smaller number of content distributor 
who distributes content with usage period. Therefore, in 
this embodiment, the accuracy of time difference infor- 
mation TS is evaluated and based on this evaluation 
content usage is restricted. 

[0049] In non-volatile memory 409, time setting flag is 
stored. The time setting flag is a flag for determining 
whether time has been set by the user after the mobile 
telephone 40 is shipped from the factory. When shipping 
the mobile telephone 40, time setting flag has a value 
"0", and, when time is set, time setting flag is set with a 
value "1". 

[2. Operation] 

[0050] Next, the operation of the embodiment will be 
described. 

[2. 1 . Operation of Content Download Process] 

[0051 ] First, the user uses input unit 402 of the mobiie 
telephone 40 to instruct the starting of a Web browser. 
Next, the user uses input unit 402 to input a URL to dis- 
play a download page for a desired content (in this ex- 
ample, a content with content ID M C000t M ). By this, a 
request message with the URL is sent to content server 
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[0052] CPU 1 01 of content server 1 0 receives the re- 
quest message, read out the HTML file for the content 
ID "C0001" specified by the URL in the request mes- 
sage, and sends back to the mobile telephone 40 a re- 
sponse message with the HTML file. 
[0053] The web browser in mobile telephone 40 inter- 
prets the HTML file in the response message, and dis- 
plays a screen image 405a for the download page as 
shown in Fig. 6 on LCD unit 405 of mobile telephone 40. 
[0054] When the user clicks on the text "commercial 
1" on the screen image 405a of the download page, a 
content download process as shown in Fig. 7 is started. 
[0055] First, CPU 410 of mobile telephone 40 deter- 
mines whether the content to be downloaded has a us- 
age period (step S101). In more detail, CPU 410 sees 
whether the HTML file sent from content server 1 0 has 
a keyword Indicating the time restriction information 
such as the values "period", ■span", or "start" for the 
name attribute in param element. 
[0056] When it is determined that the content to be 
downloaded does not have a usage period because 
there is no keyword indicating time restriction informa- 
tion in the HTML file (step S101 ; NO), CPU 410 sends 
a request for downloading a content (hereinafter re- 
ferred to as a download request) specified by content 
ID "C0001* in object element in the HTML file (step 
S 1 03). The download request is relayed to content serv- 
er 1 0 via mobile packet communication network 30 and 
the Internet 20. 

[0057] Content server 1 0 reads out from content stor- 
ing section 1021 the content with content ID "COOOr 
specified by URL in the download request, and sends it 
to mobile telephone 40. 

[0058] CPU 41 0 of mobile telephone 40 receives the 
content sent from content server 10 and correlates It 
with content ID and stores it in non-volatile memory 409 
(stepS 104). 

[0059] On the other hand, in this explanation, as the 
value of the name attribute in the HTML file sent from 
content server 1 0 for the content ID "C0001 ■ is "period", 
C PU 41 0 determines that the content to be downloaded 
has a usage period (step S1 01 ; YES). Further, CPU 41 0 
sees the time setting flag in non-volatile memory 409 
and determines whethertime keeping unlt404 has been 
set before (step S102). 

[0060] When il is determined that time has nol been 
set before as the time setting flag has a value "0" (step 
S102; NO), CPU 410 cannot calculate time difference 
information TS because time is not set, and therefore 
CPU 41 0 displays on LCD unit 405 of mobile telephone 
40 a message of for example "please set time for down- 
loading this content" (step S 1 05), and ends the process- 
ing. 

[0061] In this explanation , as the time setting flag has 
a value "1", CPU 410 determines that time keeping unit 
404 has been set before (step S102; YES), and sends 
a download request of content to content server 10 in 
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the same way as step S107 (step S106). 
[0062] CPU 101 of content server 10 reads out from 
content storing section 1021 of hard disk 1 02 a content 
with content ID "COOOr which is specified by the URL 

5 in the download request. 

[0063] CPU 1 01 then reads out a current time (in this 
explanation, "2002/05/01 10:00:00" will be used). Then 
CPU 101 adds the current time (hereinafter referred to 
as sending time CO) of '2002/05/01 10:00:00" to the 

io header of the content, and sends it to mobile telephone 
40. 

[0064] CPU 41 0 of mobile telephone 40 receives the 
content sent from content server 1 0, and correlates it to 
content ID "C0001", and stores it into non-volatile mem- 

15 ory 409 (stepS 107). 

[0065] CPU 410 of mobile telephone 40 then reads 
out from the header of the content the sending time CO 
of "2002/05/01 10:00:00", and also reads out a time TO 
thai is held in the lime counter of time keeping unit 404 

20 at the point of receiving the content (in this explanation, 
this time is "2002/05/01 09:58:00"). 
[0066] Then, CPU 410 calculates time difference in- 
formation TS that indicates the time difference between 
content server 10 and mobile telephone 40. In this ex- 

25 planation, this is two minutes as sending time CO of 
"2002/05/01 1 0:00:00" - time TO "2002/05/01 09:58:00" 
that is held in time keeping unit 404 at the point of re- 
ceiving the content s two minutes. 
[0067] As shown in Fig . 5 , CPU 41 0 correlates calcu- 

30 lated time difference information TS of "2 minutes" with 
content ID "COOOr and stores them into non-volatile 
memory 409. CPU 410 also correlates content ID 
"C0001" with time restriction information (such as the 
value "period" of the name attribute of param element 

35 and the value of the value attribute for the value "period") 
in the HTML file for displaying the screen image 405a 
for download page, and stores them (step S108). 
[0068] In this explanation, the state of communication 
via the Internet 20 and mobile packet communication 

40 network 30 is satisfactory, therefore, there is almost no 
time difference between the timing of sending the con- 
tent by content server 1 0 and the timing of receiving the 
content by mobile telephone 40. As a result, it is possible 
to correctly obtain, from time difference information TS, 

45 the time difference between the time keeping units 103 
and 404 of content server 10 and mobile telephone 40 
respectively 

[2.2. Trme Change Process] 

50 

[0069] Next, described will be the process of recalcu- 
lating time difference information TS in a case where the 
user changes time kept by time keeping unit 404 of mo- 
bile telephone 40. 
55 [0070] When the user carries out a certain key oper- 
ation on input unit 402 of mobile telephone 40 to instruct 
to start setting the time settings, CPU 41 0 reads out time 
held in the time counter of time keeping unit 404 and 
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displays them on LCD unit 405. Next, the user over- 
writes new time T2 (in this case, 2002/05/07 10:00:00 
is used) over the displayed time on LCD unit 405 and 
instructs to finish time setting. By this, CPU 410 stores 
the input time temporarily in RAM 408, and conducts 
time changing process shown in Fig. 8. 
[0071] Note that while the user is conducting time 
changing operation, the time counter continues to incre- 
ment the values for time held in the time counter of time 
keeping unit 404, and it is possible to cancel the time 
changing process until the user instructs to finish the 
time setting. 

[0072] As shown in Fig. 8, CPU 410 reads out from 
the time counter of time keeping unit 404 a time T1 (in 
this explanation, 2002/05708 12:00:00), and also reads 
out from RAM 40B a time 12 "2002/05/07 10:00:00- in- 
put by the user using input unit 402 (step S201 ). 
[0073] Then CPU 410 reads out from non-volatile 
memory 409 time difference information TS of "2 min- 
utes" for content ID "C0001" . CPU 41 0 then adds to this 
time difference information TS "2 minutes" the differ- 
ence between the time T1 and the time T2 (T1 - T2) 
which is "one day and two hours". This results in the 
"one day two hours and two minutes". CPU 410 updates 
time difference information TS for content ID "C0001" 
with this result (step S202). 

[0074] CPU 410 does the same to other time differ- 
ence information TSs corresponding to al) other content 
IDs by newly calculated values. CPU 41 0 then updates 
the time counter of time keeping unit 404 with the time 
T2 held temporarily in RAM 408. 

[2.3. Time Reset Flag Setting Process] 

[0075] Next, a process when the time kept in time 
keeping unit 404 of mobile telephone 40 is reset will be 
described. 

[0076] Circumstances where time in time keeping unit 
404 is reset can be when the backup battery is dis- 
charged and power is not supplied to time keeping unit 
404, and thereby the content of the time counter of time 
keeping unit 404 disappears. When the time is reset, the 
value of the time counter of time keeping unit 404 be- 
come "00/00/00 00:00:00", and time keeping operation 
stops. This time reset flag setting process is periodically 
performed, for example once a second. 
[0077] Fig. 9 is a flow chart showing a time reset flag 
setting process. 

[0078] As shown in this figure, CPU 410 determines 
whether time kept by time keeping unit 404 has been 
reset or not (step S301). To illustrate, CPU 410 sees 
whether the value of the time counter of time keeping 
unit 404 is "00/00700 00:00:00" or not. 
[0079] When CPU 410 determines the time have not 
been reset (step S301 ; NO), CPU 410 stops the proc- 
ess. 

[0080] On the other hand, when the value of the time 
counter of time keeping unit 404 is "00/00/00 00:00:00", 



and CPU 410 determines the time has been reset (step 
S301 ; YES), CPU 410 changes (step S302) the values 
of all the time reset flags stored in non-volatite memory 
409 with relation to content IDs into the values "1 n which 
5 indicates that time has been reset. Then CPU 41 0 stops 
the process. 

[2.4. Process of Content Processing] 

10 [0081 ] Next, the process of content processing in mo- 
bile telephone 40 will be described. 
[0082] First, the user uses keys of input unit 402 of 
mobile telephone 40 to instruct to process the desired 
content (in this explanation, the content with content ID 

15 -C0001"). By this instruction, CPU 410 starts the proc- 
ess of content processing shown in Fig. 10. 
[0083] CPU 410 reads out from non-volatile memory 

409 time difference information TS "one day two hours 
and two minutes" which is correlated with content ID 

20 w C0001"(stepS401). 

[0084] CPU 41 0 then evaluates if the accuracy of the 
read-out tone difference information TS is high or low 
(step S402). 

[0085] To illustrate, CPU 41 0 sees the time reset flag 
held in non-volatile memory 409. When the value of the 
time reset flag is "1° which indicates that the time has 
been reset, CPU 41 0 judges the accuracy of time differ- 
ence information TS is low. When the value of the time 
reset flag is "0 B which Indicates that the time has not 
been reset, CPU 410 judges the accuracy of time differ- 
ence information TS is high. 

[0086] The reason forthe above areas follows. When 
the time kept by time keeping unit 404 is reset because 
for example the backup battery in power unit 41 2 is dis- 
charged, time kept by time keeping unit 404 is changed 
(reset) without conducting the above "2.2 time change 
process", and time keeping operation is stopped as the 
power Is not supplied to time keeping unit 404, hence 
the accuracy of time difference information TS becomes 
low. 

[0087] As described above, when the accuracy of the 
read-out time difference information TS is judged to be 
low (step S402; NO), a usage determination reference 
time JT (later described) is not correctly calculated. 
Therefore, CPU 410 displays on LCD unit 405 a mes- 
sage for example "this content cannot be processed" 
(step S408), and stops the process. 
[0088] On the other hand, in this case, the value of 
the reset flag for content ID n C0001" is "0". Namely, the 
accuracy of the read-out time difference information TS 
Is judged to be high (step S402; YES). Therefore, CPU 

410 adds to the current time MT (2002/05/07 12:00:00 
is used here) kept by time keeping unit 404 the time dif- 
ference information TS "one day two hours and two min- 
utes". By this, CPU 410 calculates the usage determi- 
nation reference time JT (in this case 2002/05/08 1 4:02: 
00) (step S403). 

[0089] Usage determination reference time JT is a 
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time which is obtained by calculating time correctly from 
sending time CO without being affected by above 2.2. 
time change process. 

[0090J Then C PU 41 0 reads out "2002/05/08/1 0/00", 
a time limit to use the content, from the time restriction 
information which is correlated with content ID "C0001" 
and stored in non-volatile memory 409, and changes it 
into a second format, that is "2002/05/08 10:00:00". 
Then CPU 4 1 0 compares this time limit "2002/05/08 1 0: 
00:00" with usage determination reference time JT 
"2002/05/08 14:02:00" (step S404). 
[0091] In this case, usage determination reference 
time JT "2002/05/08 1 4:02:00" is outside of the time limit 
"2002/05/08 10:00:00" (step S405; NO), therefore CPU 
410 displays on LCD unit 405 a message for example 
"usage period expired" (step S407), and stops the proc- 
ess of content processing. 

[0092] On the other hand, when, when usage deter- 
mination reference time JT is within the time limit (step 
S405; YES), CPU 410 processes the specffied content 
(step S406). 

[0093] As described, even when the current time MT 
"2002/05/07 12:00:00" kept by time keeping unit 404 is 
within the time limit "2002/05/08 10:00:00", as the judge- 
ment whether it is possible to process the content is 
made based on the comparison between calculated us- 
age determination reference time JT "2002/05/08 14:02: 
00" and the time limit "2002/05/08 10:00:00", ft is possi- 
ble to restrict the process of the content without being 
affected by the current time MT kept by time keeping 
unit 404. 

[0094] Fig. 11 is a table showing a relation of above 
described processes as between various time and time 
difference information TS. 

[0095] As shown in Fig. 11, a time period from the 
point of downloading the content to the point of instruct- 
ing to process thecontent is "T3-T0". If during this period 
content server 1 0 keeps time correctly, the time on con- 
tent server 10 when making the instruction to process 
the content is the current time CT = CO + T3 - TO. 
[0096] Also, the time difference information TS when 
making instruction to process the content will be TS = 
(CO - TO) + (T1 - T2). Further, the current time MT of 
time keeping unit 404 will be MT *= T3 + (T2 - T1 ). From 
these, usage determination reference time JT will be JT 
* MT+ TS = {T3 + (T2 - T1)} + {(CO - TO) + (T1 - T2)} * 
CO + T3 - TO. This matches the current time CT of con- 
tent server 10. 

[0097] As described, comparison between usage de- 
termination reference time JT and time restriction infor- 
mation enables the restriction of content usage in a way 
as desired at the point of sending the content from con- 
tent server 10. 

[0098] Also, when it is unlikely to be able to restrict 
the content usage in a way as desired at the point of 
sending the content, it is possible to reject the download 
or processing of content. This is for example when time 
is not set in time keeping unit 404, and when the accu- 



racy of time difference information TS stored in non-vol- 
atile memory 409 is judged to be low. 
[0099] As described, according to the present embod- 
iment, based on usage determination reference time JT, 
5 and without being affected by the time kept by time 
keeping unit 404 of the mobile terminal 40 or by the com- 
munication environment, it is possible to determine 
whether it is possible to process the downloaded con- 
tent from content server 10 onto mobile telephone 40. 

10 

(3. Modifications] 

[0100] As described, the embodiments of the present 
invention have been described. However, the foregoing 
15 descriptions of specific embodiments of the present in- 
vention have been presented for purposes of illustration 
and can be modified without departing from the sprit of 
the present Invention. Some of the modifications will be 
described below. 

20 

[3.1 Modification 1] 

[0101] In the above embodiment, content is not be 
processed after the time limit indicated by time restric- 
ts tion information. However, it is possible to unable the 
content to be processed until a certain time limit. 
[01 02] For example, it is possible to distribute before- 
hand from content server 10 to a plurality of mobile tel- 
ephone music which should not be played until a certain 
30 time. By this, it is possible to prevent content server 10 
from being loaded with download requests from mobile 
telephone 40 when a certain time has passed. 
[01 03] Also, it is possible to add two more information 
of "start time" and "end time" to time restriction informa- 
35 tion, and to enable to control the content processing. 
[01 04] For example, when the content is program for 
displaying a ticket pre-order page and sending the pre- 
order data, it is possible to restrict the content process- 
ing on mobile telephone 40 before "start time" and after 
40 "end time". By this, ticket pre-sale with pre-order time 
period becomes possible. 

[01 05] Further, by adding "start time" and "period from 
the start time" Into time restriction information, It is pos- 
sible to enable to control the content processing. 
45 [0106] For example, when this is applied to the above 
ticket ordering, content processing is prohibited before 
" start time", and after "period from the start time". 

[3.2 Modification 2] 

so 

[0107] In the above embodiment, as shown in Fig. 5, 
a list showing relations between content ID, time differ- 
ence information TS, and time restriction information is 
stored in non-volatile memory 409. However, this is just 
55 showing an idea of storing content, time difference in- 
formation TS, and time restriction information with rela- 
tionship. For example, it is possible to correlate content 
itself with time difference information TS and time re- 
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striction information and to store them in non-volatile 
memory 409. 

[3.3 Modification 3] 

[0108] In the above embodiment, as shown in Fig. 5, 
time difference information is stored for each content. 
However, it is possible to store time difference informa- 
tion TS for each content server 1 0 by correlating content 
with content server 10. 

[0109] As a method to correlate content with content 
server 10, it is preferable to use IP "Internet Protocol" 
addresses of content server 1 0 as shown in Fig. 1 2. This 
address is added to the header of the content when 
sending the content from content server 10 to mobile 
telephone 40. 

[01 1 0] With reference to Fig. 1 3, operation of content 
download process in this modification will be described. 
[0111] Steps S501 to S507 are the same as steps 
S101 to S107 shown in Fig. 7. 
[0112] In step S50B, CPU 41 0 of mobile telephone 40 
reads the address written in the header of the content 
(in this case, "225.11.22.33"). Then CPU 410 sees 
whether there is time difference information TS for this 
address "225.11 .22.33" in non-volatile memory 409. 
[0113] When there is time difference information TS 
for this address "225.11.22.33" in non-volatile memory 
409 (step S508; YES), CPU 410 stops the process. 
[0114] When there Is no time difference information 
TS for this address "225.11 .22.33" in non-volatile mem- 
ory 409 (step S508; NO), CPU 41 0 reads a content serv- 
er's sending time CO "2002/05/01 10:00:00" which is 
written in the header of the content, and time restriction 
information in the HTML file for the screen image 405a 
for the download page. 

[01 1 5] Then CPU 41 0 correlates content ID with time 
restriction information, time reset flag "0 M , and an ad- 
dress "225.11.22.33°, and stores them in non-volatile 
memory 409. 

[0116] Further, CPU 410 reads out the time (in this 
explanation, "2002/05/01 09:58:00") which is held at the 
time of receiving the content In the time counter of time 
keeping unit 404. Then CPU 410 calculates time differ- 
ence information TS (namely, content server's sending 
time CO "2002/05/01 10:00:00" - time TO "2002/05/01 
09:58:00" kept by time keeping unit at the point of re- 
ceiving the content; resulting in two minutes) which in- 
dicates a time difference between content server 1 0 and 
mobile telephone 40. CPU 41 0 then correlates time dif- 
ference information of two minutes with the address 
"225.1 1 .22.33", and stores them in non-volatile memory 
409 (step S509). 

[0117] In the above embodiment, in the time changing 
process, CPU 410 adds to time difference information 
TS which is stored in non-volatile memory 409 time dif- 
ference between before and behind the change. In this 
modification, time difference between before and be- 
hind the change is added to time difference information 



TS stored for each of the address of content server 10. 
[0118] In the process of the content processing, in the 
above embodiment, CPU 410 calculates usage deter- 
mination reference time JT by using time difference in- 

s formation TS which is correlated with content ID which 
is instructed to be processed. However, in this modifi- 
cation, usage determination reference time JT is calcu- 
lated by using time difference information TS which is 
correlated with content ID (in more detail, an address is 

10 obtained from a content ID, then time difference infor- 
mation is obtained from the address.). 
[0119] Other operations are the same as the above 
embodiment, therefore, same explanation will not be 
given 

?5 [0120] As described, by storing time difference infor- 
mation TS for each content server 10, it becomes pos- 
sible to reduce the amount of data compared to storing 
time difference information TS for each content. 
[0121] However, in this modification, when mainle- 

20 nance personnel of content server 1 0 makes a mistake 
when setting time of content server 10, time keeping unit 
1 03 keeps a wrong time from this mistake. When mobile 
telephone 40 downloads from this content server 10 
several contents over the period of mistake, following 

25 drawbacks will occur 

[0122] Namely, when calculating usage determina- 
tion reference time JT for the content downloaded after 
the mistake, time difference information TS calculated 
with respect to the content which is downloaded before 

30 the mistake is used; hence usage determination refer- 
ence time JT will becomes inaccurate. Therefore, when 
the accuracy of the time of content server 1 0 is high, this 
modification should be used. 

35 [3.4 Modification 4] 

[0123] In the above embodiment when content serv- 
er 1 0 sends content, content server 1 0 adds to the con- 
tent time data kept by time keeping unit 1 03 as a sending 
40 time CO. However, gateway server 31 may add time da- 
ta. 

[0124] However, In this case, when the time kept by 
time keeping unit 103 of content server 10 is different 
from the time kept by the time keeping unit of gateway 

43 server 31 , sending time CO cannot be regarded as the 
time of sending content by content server 1 0. Therefore, 
the time kept by the time keeping unit of gateway server 
31 and time keeping unit 1 03 of content server 1 0 have 
to be synchronized. 

so [0125] In this case, the method of sending content is 
as follows. When content server 10 sends content to 
mobile telephone 40 via gateway server 31, CPU 101 
of content server 10 adds request data for addition of 
time information to the content and sends it. CPU of 

55 gateway server 31 adds to the content the time kept by 
its time keeping unit, and sends it to mobile telephone 
40. 

[0126] By this, the time added by gateway server 31 
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to the content can be regarded as the time when content 
server 10 sends the content. 

[3.5 Modification 5] 

5 

[0127] In 2.1 . operation of content download process 
of the above embodiment, when it Is judged that time 
has not been set before on time keeping unit 404, CPU 
410 displays a message on LCD unit 405 of mobile tel- 
ephone 40 and ends the process. However, other oper- to 
ation may be used. For example, it is possible to display 
a message and the time setting screen image on LCD 
unit 405 to promote the user to set time. 
[0128] Also, in 2.4. process of content processing, 
when displaying on LCD unit 405 a message telling that ^ 
the content cannot be processed, it is possible to display 
another message In addition of this message promoting 
the user to delete the content or not. Further, another 
modification to the above embodiment is possible. That 
is, even when it is possible to process the content, dis- 20 
playing the usage time limit of the content before 
processing the content may be earned out. 

[3.6 Modification 6] 

25 

[0129] In the above embodiment, when the backup 
battery is discharged, power is not supplied to time 
keeping unit 404, and therefore the content of the time 
counter of time keeping unit 404 is cleared, the time of 
time keeping unit 404 is reset. However, this is not only so 
the case when the time is reset. For example, the user 
may instruct to reset the time by using input unit 402 of 
mobile telephone 40. Also, when mobile telephone 40 
receives a hard impact or experiences sudden temper- 
ature change and therefore malfunction occurs, the con- 35 
tent in the time counter of time keeping unit 404 may be 
cleared. 

[3.7 Modification 7] 

40 

[0130] In the above embodiment, when the time kept 
by time keeping unit 404 has been reset before, the ac- 
curacy of time difference information TS is judged to be 
low. However, this is only one case. For example, CPU 
41 0 may Judge the accuracy of time difference Informa- « 
tion TS to be low when following conditions are satisfied. 

(a) the value of year part in TS is over 3000. 

(b) the value of month part in TS is over 12. 

(c) the value of day part in TS is over 366. *o 

(d) the vafue of fJme part in TS is outside from "00: 
00:00" to "23:59:59". 

[3.8 Modification 6] 

55 

[0131] In the above embodiment, when the time kept 
by time keeping unit 404 of mobile telephone 40 has not 
been set before, downloading the content is not carried 



out. Also, when the accuracy of time difference informa- 
tion TS is judged to be low, the processing the content 
is not carried out. 

However, these are not the onfy embodiments. Even 
when the time kept by time keeping unit 404 of mobile 
telephone 40 has not been set before, downloading the 
content may be earned out. Also, even when the accu- 
racy of time difference information TS is judged to be 
low, the processing the content may be carried out. 
[0132] For this modification, there is no need to pro- 
vide the time reset flag or the time setting flag in non- 
volatile memory 409 0? mobile telephone 40. The proc- 
ess of this modification win be given here in contrast with 
the above embodiment. 

Operation of content download process: same as 2.1., 
but without steps S101 to S105. 
Time change process: same as 2.2. 
Process of content processing: same as 2.4., but with- 
out steps S402 and S408. 

[0133] Note that in this modification, time reset flag 
setting process as described in 2.3. is not carried out. 

[3.9 Modification 9] 

[0134] In the above embodiment, there was no time 
difference between content server 1 0 and mobile tele- 
phone 40 due to their location (i. e. due to their longi- 
tude). However, the present invention can be used even 
when there is time difference between content server 10 
and mobile telephone 40 due to their location. This can 
be achieved by changing the time restriction information 
in HTML file for download page into Greenwich Mean 
Time (GMT) format, and changing the sending time in- 
formation in the header which is added when sending 
the content into GMT format, and also by calculating 
time in GMT format in mobile telephone 40 (or calculat- 
ing time after changing time in GMT format into local 
time format). 

[3.10 Modification 10] 

[0135] In the above embodiment, content server 10 
obtains the current time from time keeping unit 1 03 in 
content server 10. However, other method can be used. 
For example, content server 10 can obtain the current 
time from a time server on a network by using a Simple 
Network Time Protocol (SNTP). 

(3.11 Modification 11] 

[0136] In the above embodiment, the HTML file for 
displaying a screen image 405a for download page con- 
tains a time restriction information. And by sending this 
HTML file from content server 10 to mobile telephone 
40, mobile telephone 40 obtains the time restriction in- 
formation. However, other method can be used. For ex- 
ample, content server 10 can add to the header of the 
content a time restriction information when content serv- 
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er 1 0 sends the content to mobile telephone 40. 
[3. 12 Modification 12] 

[0137] The present invention can be applied not only 
to mobile telephone 40 but also other communication 
terminal. Further, the present invention can be applied 
to various electrical appliances with communication 
function such as Personal Handyphone System (PHS) 
terminal, a Personal Digital Assistant (PDA), a car nav- 
igation system, and a personal computer. 



Claims 

1 . A communication terminal comprising: 

a time keeping unit tor keeping time; 
a content storage unit (or receiving a content, 
a sending time information, and a time restric- 
tion information, and for correlating and storing 
them; the content being stored in a server, the 
sending time information indicating a time when 
the server sends the content, the time restric- 
tion information indicating a time when the con- 
tent can be used; 

a difference information calculation unit for cal- 
culating a time difference information indicating 
a difference between the sending time stored 
in the content storage unit and the time kept by 
the time keeping unit at the time of receiving 
the content, and for correlating the time differ- 
ence information with the content and storing 
them; 

a reference time calculating unit for, by adding 
the time kept by time keeping unit and the time 
difference calculated by the difference informa- 
tion calculation unit, calculating a usage deter- 
mination reference time that indicates a time 
period when the communication terminal can 
use the content; and 

a content usage determination unit for deter* 
mining whether the content can be used on the 
communication terminal by comparing the time 
indicated by the usage determination reference 
time with the time indicated by time restriction 
information, 

2. A communication terminal of Claim 1 : 

wherein the time difference information is cor- 
related with an identification information of the serv- 
er instead of the content. 

3. A communication terminal of Claim 1 , further com- 
prising, 

a time difference information recalculation 
unit for when the time kept by the time keeping unit 
is changed after receiving the content, adding to the 



time difference information a time gap information 
between the times of the time change. 

4. A communication terminal of Claim 1 , 

5 wherein the time restriction information is in- 

formation indicating an expiration point until which 
the content can be used: and 

wherein the content usage determination unit 
determines that the content can be used when the 

10 usage determination reference time is before the 
time restriction information. 

5. A communication terminal of Claim 1 , 

wherein the time restriction information is in- 
*5 formation indicating a start point from which the 
content can be used; and 

wherein the content usage determination unit 
determines that the content can be used when the 
usage determination reference time is behind the 
20 time restriction information. 

6. A communication terminal of Claim 1 , 

wherein the time restriction information com- 
prises a plurality of information indicating time; a 

25 first information indicating a first time which indi- 
cates a start point from which the content can be 
used, a second information indicating a second time 
which indicates an end point until which the content 
can be used; and 

30 wherein the content usage determination unit 

determines that the content can be used when the 
usage determination reference time is after the first 
time and before the second time. 

55 7. A communication terminal of Claim 1 , further com- 
prising: 

a time reset judgement unit forjudging whether 
the time kept by the time keeping unit has been 
40 reset before; 

wherein the content usage determination unit 
determines that the content cannot be used on the 
communication terminal when the time reset judge- 
45 ment unit judges that the time has been reset be- 
fore. 

8. A communication terminal of Claim 1 , further com- 
prising: 

so 

an evaluation unit for evaluating an accuracy of 
the difference indicated by the time difference 
information stored in relation with the content 
by the difference information calculation unit; 

55 

wherein the content usage determination unit 
determines that the content cannot be used on the 
communication terminal when the evaluation unit 
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evaluates the accuracy to be low. 

A communication terminal of Claim 1 , further com- 
prising: 1 

5 

a time setting unit for setting time of time keep- 
ing unit; 

a content receive permit unit for permitting to 
download the content from the server when the 
time setting unit has set time; and to 
a content receive prohibit unit for prohibiting the 
content from downloading when the time set- 
ting unit has not set time. 
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